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HANDLING INSTRUCTIONS

1. Thetitle of this document is The Report of the Blue Ribbon Committee on the Water
Emergency of April 25-27, 2007 in Spencer, Massachusetts.

2. When writing its report, the Blue Ribbon Committee used the Homeland Security Exercise
and Evaluation Program (HSEEP) standardized methodology and language for evaluating the
Town’s response to the incident. HSEEP is recognized as a national best practice for
evaluating capabilities and creating an After Action Report/Improvement Plan (AAR-IP).
However, this is not a HSEEP document, nor is this a classified document.

3. Point of Contact:

Mr. Carter Terenzini

Town Administrator

Memorial Town Hall

157 Main Street

Spencer, MA 01562
508-885-7500 x102 (office)
508-885-7528 (fax)
CTerenzini@SPENCERMA.GOV
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EXECUTIVE SUMMARY

The Blue Ribbon Committee was appointed to evaluate the Town of Spencer’s response to a
sudden water emergency which resulted in the declaration of a Mass Casualty Incident on April
25, 2007, and the decontamination and treatment of more than 100 persons in nearby hospital
emergency departments. The Committee reviewed primary data and reports and conducted
interviews and held a public hearing between June and September 2007.

Based on the U.S. Environmental Protection Agency (EPA)’s A Water Security Handbook:
Planning for and Responding to Drinking Water Contamination Threats and Incidents guide, the
following objectives were identified for the Spencer Water Crisis:

e Objective 1: When an incident occurs, determine the public health consequences

e Objective 2: Carry out operational response actions to contain the contaminant and
protect public health

e Objective 3: Communicate effectively with other agencies, utilities and the public
through a communication and notification plan

e Objective 4: Provide an alternate water supply in the short term pending remediation
and recovery of the affected water system

The purpose of this report is to analyze incident outcomes, identify strengths to be maintained
and built upon, identify potential areas for further improvement, and support development of
corrective actions.

Major Strengths

The major strengths identified during the review are as follows:

e The level and depth of training and experience of the responders; especially the Fire
Chief, who served as the Incident Commander for the majority of the incident,
contributed to the successful management of the incident

e The Town of Spencer and its employees took ownership of the event

e The Incident Command System was used successfully for such a large scale incident;
responder safety was addressed and maintained throughout the incident

e There was a very robust mutual aid response to provide the resources necessary to
manage the incident; including utilization of statewide mobilization plans for
decontamination and ambulance task forces

e There was an unprecedented level of interdepartmental cooperation between Town
departments, and an effective utilization of public-private partnerships

e The safety of school-age children was clearly a priority consideration
e There were no major life safety issues (including no fatalities)

e A Joint Information Center was established for regular media briefings
e The Blue Ribbon Committee was established to evaluate the response
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Primary Areas for Improvement

Throughout the review process, several opportunities for improvement in the Town of Spencer’s
ability to respond to incidents were identified. The primary areas for improvement, including
recommendations, are as follows:

e Completion of the corrective measures identified in the MassDEP’s Administrative
Consent Order

e A comprehensive communications and notification plan should be developed

e Emergency plans for the Town and its departments should be reviewed and updated;
with special attention to the dynamic interplay between the plans of several
departments

e The lack of understanding of certain emergency response plans, when to utilize these
plans and call down notification lists, and crisis decision making should be addressed
with additional training

e Use of the Incident Command System needs to be reviewed, to address freelancing,
resource acquisition and tracking, and the transition from day-to-day operations
which needs to occur when the ICS structure is implemented for an incident

e The organizational structure of several departments and the roles and responsibilities
of several managers should be revisited to determine if consolidations resulted in
inefficiencies and barriers to quick decision making

e The ability to request and deploy responders of both genders should be reviewed:;
additional female responders were desperately needed at the Decon sites
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After Action Report/Improvement Plan

(AAR/IP)

Spencer Water Crisis
April 25-27, 2007

Incident Details

SECTION 1: INCIDENT OVERVIEW

Incident Name
Spencer Water Crisis

Incident Start Date

April 25, 2007

Incident End Date

April 27, 2007

Duration
Three Days

Location

Spencer, Massachusetts

Incident Scenario Type
Water System Contamination

Participating Organizations

Participants

e Town of Spencer Departments and Boards
= SelectBoard and Town Administrator
= Administration and Finance
= Development and Inspectional Services

e Spencer Board of Health

= Public Safety

e Spencer Emergency Management
e Spencer Fire Department
e Spencer Police Department

= Utilities and Facilities

Utilities and Facilities Management
Spencer Highway Department
Spencer Sewer Commission
Spencer Water Department

e Spencer-East Brookfield School District
e Spencer Rescue Squad
e Mutual Aid Fire Departments
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East Brookfield Fire Department
Leicester Fire Department
Brookfield Fire Department
Upton Fire Department
Grafton Fire Department
Paxton Fire Department
Auburn Fire Department
Worcester Fire Department
Oxford Fire Department
Blackstone Fire Department
Mendon Fire Department
Millville Fire Department
Uxbridge Fire Department
Douglas Fire Department

e Mutual Aid Ambulances

East Brookfield Fire Department
North Brookfield EMS
Leicester EMS

Brookfield EMS

Charlton Fire Department
Sturbridge Fire Department
Oxford Fire Department
Eascare Ambulance

AMR Ambulance

UMass Ambulance

Patriot Ambulance

Pathways Ambulance

South Hadley Fire Department
Northhampton Fire Department
Ambherst Fire Department
Sherborn Fire Department
Foxboro Fire Department

East Hampton Fire Department
Ware Fire Department
Agawam Fire Department
Westfield Fire Department
Longmeadow Fire Department
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Wilbraham Fire Department

Holliston Fire Department (Chief only)

Hopkinton Fire Department
Ashland Fire Department
Wayland Fire Department
Franklin Fire Department
Walpole Fire Department
Millis Fire Department
Wrentham Fire Department
Ayer Fire Department
Littleton Fire Department
Groton Fire Department
Pepperell Fire Department
Shirley Fire Department

e Mutual Aid Emergency Management/CERT

Hopedale EMA
Oxford EMA

Grafton EMA
Southbridge EMA
Douglas EMA

North Brookfield EMA

e Mutual Aid Law Enforcement Agencies

East Brookfield Police Department
Massachusetts State Police

Worcester County Sheriffs Department

e State Agencies

Office of the Lt. Governor

Massachusetts Department of Public Health

= Massachusetts Department of Environmental Protection
= Massachusetts Department of Fire Services
= Massachusetts Emergency Management Agency
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SECTION 2: INCIDENT CAPABILITIES SUMMARY

Incident Objectives, Capabilities, and Activities

Capabilities-based analysis allows for evaluators to identify incident objectives and observe
incident outcomes through a framework of specific action items that were derived from the U.S.
Department of Homeland Security’s Target Capabilities List (TCL): A companion to the
National Preparedness Guidelines. The capabilities listed below form the foundation for the
organization of all objectives and observations in this exercise. Additionally, each capability is
linked to several corresponding activities and tasks to provide additional detail.

Based upon the identified incident objectives below, the Blue Ribbon Committee reviewed the
following capabilities during this incident:

e Objective 1: When an incident occurs, determine the public health consequences.

- Information Gathering and Recognition of Indicators and Warnings:
Identify Suspicious Circumstances; and Screen Information.

- Intelligence Analysis and Production: Analyze Information/Intelligence;
and Develop Analytic Products.

- Laboratory Testing: Detection Testing and Analysis; and Report Results

e Objective 2: Carry out operational response actions to contain the contaminant and
protect public health.

- On-Site Incident Management: Direct On-Site Incident Management;
Implement On-Site Incident Management; Establish Full On-Site Incident
Command; Conduct Resource Management; Develop Incident Action Plan;
Execute Plan; and Demobilize On-Site Incident Management.

- Emergency Operations Center Management: Direct Emergency Operation
Center’s Tactical Operations; Activate EOC/MACC/IOFF; Gather and
Provide Information; Identify and Address Issues; Support and Coordinate
Response; and Demobilize EOC Management.

- Food and Agriculture Safety and Defense: Direct Food and Agriculture
Safety and Defense Operations; Conduct Surveillance; Implement Control
Measures for Contaminated Food Products or Diseased Crops; and Conduct
Product Disposal and Surface and Food Facility Decontamination.

- Responder Safety and Health: Direct Responder Safety and Health Tactical
Operations; Activate Responder Safety and Health; and Demobilize
Responder Safety and Health.

- Emergency Public Safety and Security: Activate Public Safety and Security
Response; Assess the Incident Scene and Secure the Area; Control Traffic,
Crowd, and Scene; Maintain Public Order; Conduct Law Enforcement
Operations; and Demobilize Public Safety and Security Response Operations.
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WMD and Hazardous Materials Response and Decontamination: Activate
WMD and Hazardous Material Response and Decontamination; and
Demobilize WMD and Hazmat Response and Decontamination.

Emergency Triage and Pre-Hospital Treatment: Activate Triage and Pre-

Hospital Treatment; Transport; and Demobilize Triage and Pre-Hospital
Treatment.

e Objective 3: Communicate effectively with other agencies, utilities and the public
through a communication and notification plan.

Emergency Public Information and Warning: Manage Emergency Public
Information and Warnings; Activate Emergency Public Information,
Alert/Warnings, and Notification Plans; Conduct Joint Information Center
Operations; Issue Public Information, Alerts/Warnings, and Notifications;
Conduct Media Relations; Provide Public Rumor Control; and Demobilize
Emergency Public Information and Warnings.

Intelligence and Information Sharing and Dissemination: Incorporate All
Stakeholders in Information Flow; Vertically Flow Information; and
Horizontally Flow Information.

Communications: Alert and Dispatch; Provide Incident Command/First
Responder Interoperable Communications; Provide EOC Communications
Support; Provide Task Force Interoperable Communications; and Return to
Normal Operations.

e Objective 4: Provide an alternate water supply in the short term pending
remediation and recovery of the affected water system.

Critical Resource Logistics and Distribution: Activate Critical Resource
Logistics and Distribution; Acquire Resources; Transport, Track and Manage
Resources; and Demobilize Critical Resource Logistics and Distribution.

Economic and Community Recovery: Activate Economic and Community

Recovery; Assess and Prioritize Recovery Needs; Provide Monetary Relief;
and Demobilize Economic and Community Recovery.
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SECTION 3: ANALYSIS OF CAPABILITIES

This section of the report reviews the performance of the identified capabilities, activities, and
tasks. In this section, observations are organized by capability and associated activities. The
capabilities linked to the incident objectives of the Spencer Water Crisis are listed below,
followed by corresponding activities. Each activity is followed by related observations, which
include references, analysis, and recommendations.

CAPABILITY 1: INFORMATION GATHERING AND RECOGNITION OF INDICATORS AND
WARNINGS

Capability Summary: The Information Gathering and Recognition of Indicators and Warning
Capability entails the gathering, consolidation, and retention of raw data and information from
sources to include human sources, observation, technical sources and open (unclassified)
materials. Unlike intelligence collection, information gathering is the continual gathering of only
pure, unexamined data, not the targeted collection traditionally conducted by the intelligence
community or targeted investigations. Recognition of indicators and warnings is the ability to see
in this gathered data the potential trends, indications, and/or warnings of criminal and/or terrorist
activities (including planning and surveillance) against U.S. citizens, government entities, critical
infrastructure, and/or our allies.

Activity 1.1: Identify Suspicious Circumstances
Observation 1.1: Room for Improvement. Recognize and identify suspicious

circumstances or indicators and warnings associated with planning, support, and operations
related to potential criminal and/or terrorist-related activities.

References: According to the EPA’s Water Security Handbook, a threat warning is an
indication that something may be wrong. Examples of different warnings that may be
classified as “possible’ are:
e Unusual water quality — on-line monitoring, grab sampling or an early warning
system indicate unusual water quality results.
e Consumer complaints — an unusual or unexplained increase in consumer
complaints may indicate contamination.

Analysis: According to both the Administrative Consent Order (ACO) issued by the
Massachusetts Department of Environmental Protection (MassDEP) and the Inspection of
the Water Treatment Plant’s Chemical Feed System Instrumentation conducted by
Weston & Sampson Services, Inc., dated May 25, 2007, the high and low pH alarms were
found not to be connected to the auto dialer, nor was the auto dialer connected to an
active telephone line. The consequence of this was a failure to detect abnormal pH levels
at the treatment plant prior to the water being introduced into the water distribution
system. Once finished water with abnormal pH levels were in the distribution system, it
was consumer complaints that alerted water department employees that there was a
problem.
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Recommendations:
1. Completion of the corrective measures specified in the MassDEP’s ACO.

Activity 1.2: Screen Information

Observation 1.2: Room for Improvement. Receive, authenticate, and screen information
with relevance, with the appropriate level of oversight/supervision in a timely manner.

References: According to the EPA’s Water Security Handbook, once you have
determined that the threat is ‘possible,” you should immediately do two things:
e Determine if the threat is ‘credible’ or not; and if it is ‘credible,” then
e Protect public health through operational responses.

Analysis: According to testimony from the Office of Development an Inspectional
Services (ODIS) Director, after the department was notified by the police dispatcher of a
“chlorine bomb™ [a water service term for super-chlorination of a waterline] in the water
system and the department received instructions to “do not use” the water in an email
from the Town Manager, there was not an understanding on the Director’s part of the
gravity of the situation, and therefore a failure to take immediate action which caused a
delay in the response actions to protect the public health.

Recommendations:

2. ODIS Director should be trained and familiar with the roles and responsibilities of
Board of Health employees, as they pertain to enforcement of the State Sanitary
Code (105 CMR 590.000), the regulation applicable for food service and retail
food establishments.

CAPABILITY 2: INTELLIGENCE ANALYSIS AND PRODUCTION

Capability Summary: Intelligence Analysis and Production is the merging of data and
information for the purpose of analyzing, linking, and disseminating timely and actionable
intelligence with an emphasis on the larger public safety and homeland security threat picture.
This process focuses on the consolidation of analytical products among the intelligence analysis
units at the Federal, State, local, and tribal levels for tactical, operational, and strategic use. This
capability also includes the examination of raw data to identify threat pictures, recognize
potentially harmful patterns, or connect suspicious links to discern potential indications or
warnings.

Activity 2.1: Analyze Information/Intelligence

Observation 2.1: Strength. Integrate and analyze relevant information/intelligence.

Section 3: Analysis of Capabilities 14 Town of Spencer
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References: According to the EPA’s Water Security Handbook, a contamination threat
is ‘credible’ if the threat is both ‘possible’ and other reliable information shows that there
IS reason to believe that the threat warning is real and that contamination is likely. A
‘credible’ threat is a much higher threat level than a “possible’ threat.

Analysis: According to numerous sources, the possibility that the abnormal pH level
was an intentional act was ruled out early in the incident by Water Department employees
with knowledge of the system, which allowed proper characterization of the threat, and
the steps required to manage the consequences to be implemented very quickly.

Recommendations: None.

Activity 2.2: Develop Analytic Products

Observation 2.2: Strength. Develop analytic products that are consumer-tailored, clear,
and objective and support the development of performance-driven, risk-based prevention,
protection, and response programs at all levels.

References: According to the EPA’s Water Security Handbook, if you determine that
the threat warning is “credible,” then you should notify appropriate agencies and the
public, undertake suitable response actions to protect public health, and ‘confirm’ the
threat. To protect public health, provide Immediate Operational Responses to prevent or
limit public exposure to the potentially contaminated water. Fore a ‘credible’ threat
warning, the public health goal is to minimize public exposure to the suspected
contaminated water.

Analysis: As soon as Spencer Water Department field personnel were aware of the
contaminated water, they began flushing the system and the advisory not to use water
was initiated.

Recommendations: None.

CAPABILITY 3: LABORATORY TESTING

Capability Summary: The Laboratory Testing capability is the ongoing surveillance, rapid
detection, confirmatory testing, data reporting, investigative support, and laboratory networking
to address potential exposure, or exposure, to all-hazards which include chemical, radiological,
and biological agents in all matrices including clinical specimens, food and environmental
samples, (e.g., water, air, soil). Such all-hazard threats include those deliberately released with
criminal intent, as well as those that may be present as a result of unintentional or natural
occurrences.
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Activity 3.1: Detection Testing and Analysis

Observation 3.1: Strength. Test and analyze initial chemical, biological, and radiological
samples to provide presumptive agent identification or diagnosis.

References: According to the EPA’s Water Security Handbook, additional site
characterization and sampling should be conducted if needed to ‘confirm’ a
contamination incident.

Analysis: Because the contaminant was known early on in the incident, additional
testing was not required to confirm a contamination incident.

Recommendations: None.
Activity 3.2: Report Results

Observation 3.2: Room for Improvement. Report surveillance results to public health
epidemiology officials and other decision-makers.

References: According to the EPA’s Water Security Handbook, public notification
may be required at any state of the threat evaluation process under the National Primary
Drinking Water Regulations: Public Notification Rule, which says that the public should
be notified when there is a “situation with significant potential to have serious side effects
on human health as a result of short term exposure.” According to the Public
Notification Rule, water systems must also consult with the State or EPA within 24 hours
of a Tier 1 violation to receive direction on subsequent requirements.

Analysis: According to the Utilities & Facilities Management Superintendent, there was
a delay in immediate notification to MassDEP. Reporting requirements should be clearly
spelled out in the Water Department’s Emergency Response Plan. According to the
Public Health Security and Bioterrorism Preparedness and Response Act of 2002
(Bioterrorism Act), the Spencer Water Department was to have certified and submitted a
vulnerability assessment to the EPA by June 30, 2004, and certified an emergency
response plan within six months following completion of the vulnerability assessment.
At the time of the Blue Ribbon Committee’s interviews with both the Utilities &
Facilities Management Superintendent and the Chairman of the Board of Water
Commissioners, neither the Superintendent nor the Chairman were aware of the existence
of any emergency response plan for the Spencer Water Department.

Recommendations:
3. Determine compliance with the Bioterrorism Act.
4. Complete (or update) the Water Department’s Vulnerability Assessment and
Emergency Response Plan.
5. Train Utilities & Facilities Management Superintendent and all Water Department
personnel on the Emergency Response Plan.
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CAPABILITY 4: ON-SITE MANAGEMENT

Capability Summary: Onsite Incident Management is the capability to effectively direct and
control incident activities by using the Incident Command System (ICS) consistent with the
National Incident Management System (NIMS).

Activity 4.1: Direct On-Site Incident Management

Observation 4.1: Strength. In response to indication of an incident, implement
management, planning, and coordination of on-site incident.

References: According to NIMS, the Incident Command System (ICS) is a standard,
on-scene, all-hazard incident management concept. ICS is a proven system that is used
widely for incident management by firefighters, rescuers, emergency medical teams, and
hazardous materials teams. ICS represents organizational “best practices” and has
become the standard for incident management across the county. ICS is interdisciplinary
and organizationally flexible to meet the needs of incidents of any kinds, size, or level of
complexity. Using ICS, personnel from a variety of agencies can meld rapidly into a
common management structure.

Analysis: The Incident Command System was established early in the incident by the
Fire Chief.

Recommendations: None
Activity 4.2: Implement On-Site Incident Management
Observation 4.2: Strength. In response to an incident, arrive on scene and provide initial
scene report while beginning response operations; carry out management, planning, and
coordination of on-site incident.
References: According to Introduction to the Incident Command System (ICS 100), the
ICS organizational structure develops in a top-down, modular fashion that is based on the
size and complexity of the incident, as well as the specifics of the hazard environment
created by the incident. As incident complexity increases, the organization expands from
the top down as functional responsibilities are delegated.
Analysis: On-site incident management was achieved early in the incident.

Recommendations: None.
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Activity 4.3: Establish Full On-Site Incident Command

Observation 4.3: Strength. Establish staff and facilities necessary to conduct on-site
incident command.

References: According to ICS 100, to maintain span of control, the ICS organization
can be divided into many levels of supervision. At each level, individuals with primary
responsibility positions have distinct titles. Using specific ICS position titles serves three
important purposes:

e Titles provide a common standard for all users.

e The use of distinct titles for ICS positions allows for filling ICS positions with the

most qualified individuals rather than by seniority.
e Standardized position titles are useful when requesting qualified personnel.

Analysis: Qualified and trained individuals filled ICS positions during the incident.
Recommendations: None.
Activity 4.4: Conduct Resource Management

Observation 4.4: Room for Improvement. Implement policies and procedures to ensure
the provision and tracking of all necessary resources.

References: According to ICS 100, the Logistics Section is responsible for all of the
services and support needs, including:
e Ordering, obtaining and accounting for essential personnel, equipment, and
supplies. Providing communication planning and resources.
Setting up food services.
Setting up and maintaining incident facilities.
Providing support transportation.
Providing medical services to incident personnel.

Analysis: Resources to support the ongoing incident were obtained in a timely manner,
from a variety of sources; but not all requests went through the Logistics Officer.

Recommendations:
6. Train elected and appointed officials in the Incident Command System.

Activity 4.5: Develop Incident Action Plan

Observation 4.5: Strength. Develop all necessary components of the IAP and obtain
approval.

References: According to ICS 100, an Incident Action Plan (IAP) is an oral or written
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plan containing general objectives reflecting the overall strategy for managing an
incident. An IAP includes the identification of operational resources and assignments
and may include attachments that provide additional direction.

Every incident must have a verbal or written Incident Action Plan. The purpose of this
plan is to provide all incident supervisory personnel with direction for actions to be
implemented during the operational period identified in the plan.
Analysis: An Incident Action Plan was developed.
Recommendations: None.
Activity 4.6: Execute Plan
Observation 4.6: Strength. For each operational period, distribute the Incident Action
Plan (1AP) to response organizations for their assigned operations. The IAP is implemented
to achieve the desired incident objectives.
References: According to ICS 100, Incident Action Plans include the measurable
strategic operations to be achieved and are prepared around a timeframe called an

Operational Period.

Incident Action Plans provide a coherent means of communicating the overall incident
objectives in the context of both operational and support activities.

Analysis: The Incident Action Plan was developed and modified for different
operational periods.

Recommendations: None.
Activity 4.7: Demobilize On-Site Incident Management

Observation 4.7: Strength. Upon completion of the incident, implement demobilization
plan and/or transition to recovery operations.

References: According to the National Incident Management System (NIMS), the
Demobilization Unit develops an Incident Demobilization Plan that includes specific
instructions for all personnel and resources that will require demobilization. This unit
should begin its work early in the incident, creating rosters of personnel and resources
and obtaining any missing information as check-in proceeds.

Analysis: Task forces were demobilized in an orderly fashion so that earlier arriving
mutual aid resources were not held for the duration of the entire incident.

Recommendations: None.
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CAPABILITY 5: EMERGENCY OPERATIONS CENTER MANAGEMENT

Capability Summary: Emergency Operations Center (EOC) Management is the capability to
provide multi-agency coordination (MAC) for incident management by activating and operating
an EOC for a pre-planned or no-notice event. EOC management includes EOC activation,
notification, staffing, and deactivation; management, direction, control, and coordination of
response and recovery activities; coordination of efforts among neighboring governments at each
level and among local, regional, State, and Federal EOCSs; coordination public information and
warning; and maintenance of the information and communication necessary for coordinating
response and recovery activities. Similar entities may include the National (or Regional)
Response Coordination Center (NRCC or RRCC), Joint Field Offices (JFO), National Operating
Center (NOC), Joint Operations Center (JOC), Multi-Agency Coordination Center (MACC),
Initial Operating Facility (I0F), etc.

Activity 5.1: Direct Emergency Operation Center’s Tactical Operations

Observation 5.1: Strength. In response to notification of incident, activate, staff, and organize
the EOC/MACC/IOF in accordance with emergency plans and standard operating procedures;
plan, direct, and coordinate information and activities internally within EOC/MACC/IOF
functions, and externally with other multi-agency coordination entities and the public
information system; coordinate logistical support to maintain an operationally functioning
EOC/MACC/IOF until deactivation.

References: According to NIMS, EOCs are the locations from which the coordination
of information and resources to support incident activities takes place. EOCs are
typically established by the emergency management agency at the local and state levels.
Multiagency Coordination Entities typically consist of principals from organizations with
direct incident management responsibilities or with significant incident management
support or resource responsibilities. These entities may be used to facilitate incident
management and policy coordination.

Analysis: Multiagency Coordination System Elements were used efficiently, bringing
together decision makers from local, regional and state entities.

Recommendations: None.
Activity 5.2: Activate EOC/MACC/IOF
Observation 5.2: Strength. In response to activation, perform incident notifications, recall

of essential personnel, and stand-up of EOC/MACC/IOF systems to provide a fully staffed
and operational EOC.
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References: According to NIMS, EOC organization and staffing is flexible, but should
include:

e Coordination.

e Communications.

e Resource dispatching and tracking.

e Information collection, analysis, and dissemination.

Analysis: Spencer has a very active Emergency Management Agency (SEMA), which
responded to support overall incident management.

Recommendations: None.
Activity 5.3: Gather and Provide Information

Observation 5.3: Strength. Upon establishing EOC/MACC/IOF operations, gather,
organize, and document incident situation and resource information from all sources to
maintain situational awareness within the EOC/MACC/IOF, and horizontally and vertically
within the National Incident Management System.

References: According to NIMS, regardless of their form or structure, Multiagency
Coordination Entities are responsible for:
e Ensuring that each involved agency is providing situation and resource status
information.
e Establishing priorities between Incidents and/or Area Commands in concert with
the Incident Command or Unified Command.
e Coordinating and identifying future resource requirements.

Analysis: Information flowed vertically and horizontally within the entities at the EOC.
Recommendations: None.
Activity 5.4: Identify and Address Issues
Observation 5.4: Room for Improvement. Upon receiving information, assess and identify
current and anticipated resource shortages, technical support issues, and key policy decisions

needed across all capabilities, and provide to the applicable agency, function, jurisdiction or
multi-agency coordination entity for resolution.

References: According to NIMS, regardless of their form or structure, Multiagency
Coordination Entities are responsible for:
e Coordinating and resolving policy issues.
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Analysis: Any policy issues raised were resolved at the EOC. However, during the
water crisis, there was hesitancy for some Town Hall employees and elected officials to
transition to the ICS structure from day-to-day operational roles.

Recommendations:
7. Train elected and appointed officials in the Incident Command System, and

review decision-making authority during an incident. Day-to-day supervisors
should direct inquiries and request for authorization back to ICS structure.

Activity 5.5: Support and Coordinate Response

Observation 5.5: Room for Improvement. Once requested, provide resource, technical,
and policy support to the Incident Command by coordinating the actions of off-site agencies,
organizations, and jurisdictions, implementing mutual aid agreements, and requesting higher-
level assistance.

References: According to NIMS, regardless of their form or structure, Multiagency
Coordination Entities are responsible for:

Acquiring and allocating resources required by incident management personnel.

Analysis: Resources from throughout the region and state were requested and received
at the incident, including Mass Decon Units in East Brookfield and Worcester, and
several Ambulance Task Forces.

Recommendations:
8. Use ICS Forms for real-time tracking of resources, and post-incident review.

Activity 5.6: Demobilize EOC Management

Observation 5.6: Room for Improvement. Upon completion of response phase, terminate
EOC response activities, archive records, and restore systems, supplies, and staffing to a pre-
incident ready state (or as appropriate for recovery activities).

References: According to NIMS, following incidents, Multiagency Coordination
Entities are typically responsible for ensuring that revisions are acted upon. Revisions
may be made to:

Plans.

Procedures.

Communications.

Staffing.

Other capabilities necessary for improved incident management.
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Analysis: Although most of the local entities involved in managing the water incident
provided After Action Reports, despite numerous requests, several of the state agencies
involved in the incident had not completed AARs by the time the Blue Ribbon
Committee had completed its independent review.

Recommendations:

9. State agencies which played supporting roles in the incident should provide a
written summary of their roles in more of a timely manner.

CAPABILITY 6: FOOD AND AGRICULTURE SAFETY AND DEFENSE

Capability Summary: Food and Agriculture Safety and Defense is the capability to prevent,
protect against, respond to, and recover from chemical, biological and radiological contaminants,
and other hazards that affect the safety of food and agricultural products. This includes the timely
eradication of outbreaks of crop diseases/pests, assessments of the integrity of the food

producing industry, the removal and disposal of potentially compromised materials from the U.S.
food supply, and decontamination of affected food manufacturing facilities or retail points of
purchase or service. This also includes appropriate laboratory surveillance to detect human
foodborne illness or food product contamination. It is accomplished concurrent to protecting
public health and maintaining domestic and international confidence in the U.S. commercial food
supply. Additionally, the public is provided with accurate and timely notification and instructions
related to an event and appropriate steps to follow with regard to disposal of affected food or
agricultural products and appropriate decontamination procedures.

Activity 6.1: Direct Food and Agriculture Safety and Defense Operations

Observation 6.1: Room for Improvement. In response to a notification of an existing
threat of food contamination or crop diseases, provide the management and coordination of
the epidemiological and food establishment investigations as well as appropriate food and
crop control measures to stop further cases of illness or disease.

References: According to the Massachusetts Department of Public Health’s Food
Protection Program, the Regulatory Authority will:
e Communicate with the industry during widespread emergencies through mass
media, hot lines, web sites, etc.

Analysis: According to the testimony of the ODIS Director, there were delays in
notifying both permitted and non-permitted businesses in the affected area. Initially,
there was a failure to recognize the need for notification to be initiated. Once notification
was begun, the records management system impeded timely notification.
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Recommendations:

10. Provide additional training to ODIS Director and staff in the Massachusetts Food
Protection Program Guidance for Emergency Action Planning for Retail Food
Establishments.

11. Review records management system which tracks permit holders, and identify
additional data points (water supply source, backup power capabilities, etc.)
which require utilization of Emergency Action Plans.

Activity 6.2: Conduct Surveillance

Observation 6.2: Strength. In response to a notification that food products are
contaminated or that crops are diseased, establish and implement a plan to expand on-going
surveillance activities to focus on additional food products, crops, and facilities that might be
affected.

References: According to the Massachusetts Department of Public Health’s Food
Protection Program, the Regulatory Authority will:
e Conduct surveillance during a widespread emergency to determine if permit
holders are following Emergency Action Plans.

Analysis: Using vacation coverage for the Spencer Health Agent from the Leicester
Board of Health, and other mutual aid public health professionals, a surveillance system
was implemented.

Recommendations: None.

Activity 6.3: Implement Control Measures for Contaminated Food Products or Diseased
Crops

Observation 6.3: Room for Improvement. Implement product retail/embargoes, alert the
public about the situation, and take control of contaminated facilities and products or
diseased crops to ensure contaminated products do not enter the food supply and diseased
crops are not further distributed.

References: According to the Massachusetts Department of Public Health’s Food
Protection Program, the Regulatory Authority will:
e Conduct enforcement activity as appropriate to protect the public health.

Analysis: There were some challenges in enforcing the “Do Not Use” and subsequent
“Boil Order,” specifically as they impacted Retail Food Establishments.
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Recommendations:

12. Provide training to ODIS staff on partnering with law enforcement in conducting
enforcement activity when community compliance is lacking.

13. Provide education/outreach to permit holders as to their responsibilities in an
event involving imminent health hazards or widespread emergencies.

Activity 6.4: Conduct Product Disposal and Surface and Food Facility Decontamination

Observation 6.4: Strength. Dispose of contaminated food products or diseased crops in an
environmentally safe manner that prevents its use as a food or food product as well as utilizes
appropriate procedures for surface and facility decontamination.

References: According to the Massachusetts Department of Public Health’s Food
Protection Program, in the event of an emergency involving an interruption in water
service, appropriate food establishment responses must be taken after an assessment of
multiple factors including but not limited to:

e The complexity and scope of food operations.

e The onset and duration of the emergency event.

e The impact on other critical infrastructures and services; and

e The availability of alternate procedures that can be used to meet Food Code and

Food Law requirements.

Analysis: There were no reports of anyone presenting with symptoms from having
ingested any products from a Retail Food Establishment following the notification
process by the Town.

Recommendations: None.

CAPABILITY 7: RESPONDER SAFETY AND HEALTH

Capability Summary: Responder Safety and Health is the capability that ensures adequate
trained and equipped personnel and resources are available at the time of an incident to protect
the safety and health of on scene first responders, hospital/medical facility personnel (first
receivers), and skilled support personnel through the creation and maintenance of an effective
safety and health program. This program needs to comply with the Occupational Safety and
Health Administration’s (OSHA) “HAZWOPER” standard (29 CFR 1910.120, as implemented
by EPA or State authorities) and any other applicable Federal and State regulations. The program
also needs to be integrated into the Incident Command System (ICS) and include training,
exposure monitoring, personal protective equipment, health and safety planning, risk
management practices, medical care, decontamination procedures, infection control, vaccinations
for preventable diseases, adequate work-schedule relief, psychological support, and follow-up
assessments.
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This capability identifies the critical personnel, equipment, training, and other resources needed
to ensure that all workers are protected from all hazards, including fire (heat and products of
combustion), CBRNE chemical, biological, radiological, nuclear, or explosive) materials,
electrical hazards, collapsed structures, debris, acts of violence, and others.

The Responder Safety and Health capability is a critical component of safe overall emergency
management. First responders include police, fire, emergency medical services (EMS), and other
emergency personnel, as well as emergency management, public health, clinical care, public
works, and other skilled support personnel (such as equipment operators). This extended
definition includes a very broad set of workers and a wide range of likely response-related
activities, resulting in an increased number of potential hazards and exposures. Building the
ability to protect all responders from all hazards is a substantial undertaking that involves
prevention, preparedness, response, and recovery efforts.

This capability supports both the Safety Officer position identified in the National Incident
Management System (NIMS)/incident command system (ICS) and the Worker Safety and Health
Support Annex to the National Response Plan (NRP). The Type 1 Safety Officer described in
this capability has yet to be fully defined (to include managing all of the hazards that first
responders are likely to face), but the concept used is the same as the “Disaster Safety Manager”
described in Protecting Emergency Responders: Safety Management in Disaster and Terrorism
Response (NIOSH, 2004). In addition, the list of services that are critical for this capability is
consistent with the actions specified under the Worker Safety and Health Support Annex and in
the Guidelines for hazmat/WMD Response, Planning and Prevention Training (FEMA, 2003).

During the response to any incident, employers are responsible primarily for the safety and
health of their employees. However, the ICS creates a unified safety and health organization
under the Safety Officer. In large-scale incidents, because of the number and varieties of hazards
and workers, the Safety Officer would be used more as a Safety Manager. This technical
capability therefore does not prescribe a certain level of preparedness for any particular
organization; rather, it specifies the need for personal protective equipment (PPE), Safety
Officers, and so forth and allows local entities to determine the best way to obtain the needed
resources (e.g., through mutual aid, State resources, or Federal resources) for the first 72 hours
from the “initial response” operations.

Activity 7.1: Direct Responder Safety and Health Tactical Operations

Observation 7.1: Strength. Upon dispatch of responders, provide management and
coordination of Responder Safety and Health capability, through demobilization.

References: According to ICS 100, the Incident Commander is specifically responsible
for ensuring incident safety.
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Analysis: Although there were responders from numerous agencies, responder safety
and health was managed throughout the entire incident.

Recommendations: None.
Activity 7.2: Activate Responder Safety and Health

Observation 7.2: Strength. In response to Incident Command (1C) recognition of the
complexity of hazards in the incident, mobilize and designate a Safety Officer to begin
operations or continue IC-initiated operations.

References: According to ICS 100, the Safety Officer monitors safety conditions. The
Safety Officer:
e Ensures safety of all incident personnel.

Analysis: The safety of all incident personnel was managed throughout the incident; the
Incident Commander retained the Safety Officer role. By protocol, there was a site-
specific safety officer for Mass Decon sites. ODIS was responsible for overseeing public
health at food service establishments. and there were separate

Recommendations: None.
Activity 7.3: Demobilize Responder Safety and Health

Observation 7.3: Strength. Upon completion of assigned mission, evaluate responder
safety and health status before mobilization and conduct follow-up analysis of health after
responder returns to normal duty.

References: According to ICS 100, the Safety Officer monitors safety conditions. The
Safety Officer:

e Ensures safety of all incident personnel.

Analysis: The safety of all incident personnel was managed throughout the incident;
including before mobilization and up through demobilization, including Critical Incident
Stress Management (CISM) for those personnel involved in the human error which led to
the water crisis.

Recommendations: None.
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CAPABILITY 8: EMERGENCY PUBLIC SAFETY AND SECURITY RESPONSE

Capability Summary: Emergency Public Safety and Security Response is the capability to
reduce the impact and consequences of an incident or major event by securing the affected area,
including crime/incident scene preservation issues as appropriate, safely diverting the public
from hazards, providing security support to other response operations and properties, and
sustaining operations from response through recovery. Public Safety and Security Response
requires coordination among officials from law enforcement, fire, and emergency medical
services (EMS).

Activity 8.1: Activate Public Safety and Security Response

Observation 8.1: Strength. Upon notification, mobilize and deploy public safety and
security response to begin operations.

References: According to ICS 100, the Incident Commander or Operations Section
Chief may work initially with only a few single resources or staff members. The
organization will expand to include needed levels of supervision as more and more
resources are deployed.

Analysis: From the beginning of the incident, the Spencer Police Department
supervised its personnel using shift supervisors and senior patrol officers, and its staffing
levels to effectively complete its role in managing the incident.

Recommendations: None.
Activity 8.2: Assess the Incident Scene and Secure the Area
Observation 8.2: Room for Improvement. Upon arriving at scene, assess for immediate
rescue needs, for remaining public safety and security threats, and initiate security

operations. ldentify and implement protective actions for high priority key facilities or
resources that may require heightened security.

References: According to the Public Safety and Security Annex of the National
Response Plan (NRP), in most incident situations, local jurisdictions have primary
authority and responsibility for law enforcement activities, utilizing the Incident
Command System on-scene. In larger-scale incidents, additional resources should first
be obtained through the activation of mutual aid agreements with neighboring localities
and/or State authorities, with incident operations managed through a Unified Command
structure.

Analysis: According to testimony of the Incident Commander, security at ICS facilities
was not maintained (e.g. members of the press walked into the Department of Fire
Services (DFS) Incident Support Unit (ISU) during a briefing). The media also created a
privacy concern for those going through decontamination at the Decon sites.
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Recommendations:
14. Assign and maintain police presence at ICS facilities (including, but not limited to
Command Post, and Decon sites) for access/denial. Town should also investigate
credentialing system for all Town employees.

Activity 8.3: Control Traffic, Crowd, and Scene

Observation 8.3: Strength. Direct/redirect traffic and pedestrians out of the affected

area(s). Assess, coordinate, and establish force protection and perimeter zones, maintain a

visible and effective security presence to deter criminal conduct and maintain law and order.
References: According to the Public Safety and Security Annex of the NRP, two of the
functions of local authorities are to provide security forces to control access to the
incident site and critical facilities, and provide for the protection of emergency
responders and other workers.

Analysis: Access was restricted, and personnel were protected at the various incident
locations.

Recommendations: None.
Activity 8.4: Maintain Public Order

Observation 8.4: Strength. Provide a visible law enforcement presence at key locations
within the affected area. Protect people and property, and deter criminal activity.

References: According to the Public Safety and Security Annex of the NRP, one of the
functions of local authorities is to provide security forces to provide security forces and
establish protective measures around the incident site, critical infrastructure, and/or
critical facilities.

Analysis: Security was provided at the various incident locations.
Recommendations: None.

Activity 8.5: Conduct Law Enforcement Operations

Observation 8.5: Strength. Upon natification or suspicion of criminal activity, identify,
and take appropriate enforcement action with lawbreakers at or around the incident site.

References: According to the Public Safety and Security Annex of the NRP, local law
enforcement authorities have primary responsibility for public safety and security, and
typically are the first line of response and support in these functional areas.
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Analysis: The Spencer Police Department continued to carry out its primary mission to
serve and protect, at or around the incident sites.

Recommendations: None.
Activity 8.6: Demobilize Public Safety and Security Response Operations
Observation 8.6: Strength. Return to normal operations.

References: According to ICS for Single Resources and Initial Action Incidents (ICS
200), on large, complex incidents, the Demobilization Unit assists in ensuring that an
orderly, safe, and cost-effective movement of personnel is made when they are no longer
required at the incident.

Analysis: When no longer required, the additional law enforcement personnel who had
been deployed were demobilized, and the Spencer Police Department returned to pre-
incident staffing levels.

Recommendations: None.

CAPABILITY 9: WMD AND HAZARDOUS MATERIALS RESPONSE AND
DECONTAMINATION

Capability Summary: Weapons of Mass Destruction (WMD) and Hazardous Materials
Response and Decontamination is the capability to assess and manage the consequences of a
hazardous materials release, either accidental or as part of a terrorist attack. It includes testing
and identifying all likely hazardous substances onsite; ensuring that responders have protective
clothing and equipment; conducting rescue operations to remove affected victims from the
hazardous environment; conducting geographical survey searches of suspected sources or
contamination spreads and establishing isolation perimeters; mitigating the effects of
hazardous materials, decontaminating on-site victims, responders, and equipment; coordinating
off-site decontamination with relevant agencies, and notifying environmental, health, and law
enforcement agencies having jurisdiction for the incident to begin implementation of their
standard evidence collection and investigation procedures.

Activity 9.1: Activate WMD and Hazardous Material Response and Decontamination

Observation 9.1: Strength. In response to activation, mobilize and arrive at the incident
scene to begin operations.

References: According to the Incident Command System, the Incident Commander
initiates the necessary decontamination operation.
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Analysis: Early in the incident, the determination was made that a decontamination of
patients who had been exposed to contaminated water would be required. Once it was
determined that decontamination of patients would be necessary, resources were
requested as part of the Massachusetts” Rapid Response System (RRS), a component of
the DFS’ Hazardous Material Response Division. Two separate mass decontamination
sites were established; one at the East Brookfield Fire Department, and one at St. Vincent

Hospital in Worcester. [Note: although decontamination was conducted, this was not a WMD event;
the WMD terminology comes from the HSEEP template.]

Recommendations: None.
Activity 9.2: Demobilize WMD and Hazmat Response and Decontamination

Observation 9.2: Strength. Upon completion of response phase transition to recovery
operations, inventory equipment, complete paperwork, pursue rehabilitation, and conduct
post-event analysis (e.g., lessons learned) in accordance with incident mobilization plan.

References: According to ICS 200, on large, complex incidents, the Demobilization
Unit assists in ensuring that an orderly, safe and cost-effective movement of personnel is
made when they are no longer required at the incident.

Analysis: The mass decontamination operations were very controlled and orderly, and
succeeded in preparing patients to be received by local hospital Emergency Departments.
Once the surge of patients requiring decontamination was handled, the Decon units were
demobilized.

Recommendations: None.

CAPABILITY 10: EMERGENCY TRIAGE AND PRE-HOSPITAL TREATMENT

Capability Summary: Emergency Triage and Pre-Hospital Treatment is the capability to
appropriately dispatch emergency medical services (EMS) resources; to provide feasible,
suitable, and medically acceptable pre-hospital triage and treatment of patients; to provide
transport as well as medical care en-route to an appropriate receiving facility; and to track
patients to a treatment facility.

Activity 10.1: Activate Triage and Pre-Hospital Treatment

Observation 10.1: Strength. In response to a notification, respond, mobilize, and arrive on
scene to begin emergency medical operations.
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References: The EMS Commander supervises and manages the EMS network. The
senior EMT or Paramedic on the first arriving EMS unit will assume the responsibility of
EMS command. At a large or on-going incident, this person may be relieved by a
supervisor or more experienced person. The EMS Commander reports to the Incident
Commander.

Analysis: The Fire Chief made an appropriate size-up of the situation facing responders,
and declared a Mass Casualty Incident early in the incident. As positions in the Incident
Command structure were filled, the EMS Commander role was filled by the Spencer
Rescue & Emergency Squad’s Clinical Supervisor.

Recommendations: None.
Activity 10.2: Transport

Observation 10.2: Strength. Transport ill and injured patients via the most appropriate
mode of transport available (e.g. Ambulances, helicopters, etc.), provide ongoing medical
assessment and treatment en route to the designated receiving facility, and upon arrival
transfer medical care of the patient(s)to the receiving facility’s staff.

References: According to the Massachusetts Department of Public Health (DPH)’s
Pre-Hospital Treatment Protocols, each and every protocol emphasizes the importance of
rapid transport to the nearest appropriate Treatment Facility.

Analysis: Protocols were quickly put into place, to allow dispatchers to determine if
someone requesting an ambulance was reporting an emergency related to the water crisis,
or an unrelated illness or injury. This allowed the Task Force resources to be utilized for
water crisis related transports, freeing the Spencer Rescue & Emergency Squad to handle
calls for service unrelated to the water crisis. Patients were treated and transported to the
closest most appropriate facility, without requiring nearby hospital Emergency
Departments to initiate diversion status or result in the complete closure of a hospital.

Recommendations: None.
Activity 10.3: Demobilize Triage and Pre-Hospital Treatment

Observation 10.3: Strength. Upon completion of duties, clear the incident scene,
reconstitute as appropriate, and return to service or end duty tour.

References: An orderly and timely termination will be announced after the EMS
Commander is notified by the Loading Officer that the last patient has been transported.
The EMS Commander will notify the Incident Commander when no further resources or
EMS support is needed. The EMS Commander, in consultation with the Incident
Commander, will decide which units will remain on scene.
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Analysis: When the number of individuals requiring triage, treatment and transport
decreased to below surge levels, the Task Forces were released from the incident.

Recommendations: None.

CAPABILITY 11: EMERGENCY PuBLIC INFORMATION AND WARNING

Capability Summary: The Emergency Public Information and Warning capability includes
public information, alert/warning and notification. It involves developing, coordinating, and
disseminating information to the public, coordinating officials, and incident management and
responders across all jurisdictions and disciplines effectively under all hazard conditions.

(a) The term “public information” refers to any text, voice, video, or other information provided
by an authorized official and includes both general information and crisis and emergency risk
communication (CERC) activities. CERC incorporates the urgency of disaster communication
with risk communication to influence behavior and adherence to directives.

(b) The term “alert” refers to any text, voice, video, or other information provided by an
authorized official to provide situational awareness to the public and/or private sector about a
potential or ongoing emergency situation that may require actions to protect life, health, and
property. An alert does not necessarily require immediate actions to protect life, health, and
property and is typically issued in connection with immediate danger.

(c) The term “warning” refers to any text, voice, video, or other information provided by an
authorized official to provide direction to the public and/or private sector about an ongoing
emergency situation that requires immediate actions to protect life, health, and property. A
warning requires immediate actions to protect life, health, and property and is typically issued
when there is a confirmed threat posing an immediate danger to the public.

(d) The term “notification” refers to any process where Federal, State, local, tribal, and
nongovernmental organization, department, and/or agency employees and/or associates are
informed of an emergency situation that may require a response from those notified.

Activity 11.1: Manage Emergency Public Information and Warnings
Observation 11.1: Room for Improvement. In recognition of likely hazards provide

management and coordination of public information, alert/warning, and notification
activities.

References: According to the Federal Emergency Management Agency (FEMA)’s
Guide for All-Hazard Emergency Operations Planning, the Emergency Public
Information (EPI) function gives the public accurate, timely, and useful instructions
throughout the emergency period. The EPI organization initially focuses on the
dissemination of information and instructions to the people at risk in the community.
However, the EPI organization also must deal with the wider public’s interest and desire
to help or seek information. Timely and accurate information can help prevent
overloading a jurisdiction’s communication’s network, its transportation infrastructure,
and its staff.
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Analysis: Disseminating information and instructions to the people at risk was
hampered by both human and technological challenges.

Recommendations:

15. The Town should further investigate acquisition of, or access to, an automated
community notification system as part of a townwide communications system.

Activity 11.2: Activate Emergency Public Information, Alert/Warnings, and Notification
Plans

Observation 11.2: Room for Improvement. Activate key personnel, facilities, and
procedures.

References: According to FEMA'’s Continuity of Operations (COOP) Plan Template
Instructions, under the Leadership — Orders of Succession section should identify orders
of succession to key positions within the organization. Orders should be of sufficient
depth to ensure the organization’s ability to manage and direct its essential functions and
operations. The conditions under which succession will take place, the method of
notification, and any temporal, geographical, or organizational limitations of authority
should also be identified in this section.

Analysis: The line of succession and method of notification within ODIS was unclear to
clerical and administrative personnel.

Recommendations:
16. ODIS Director and staff should be trained in orders of succession for the Health
Department functions.

Activity 11.3: Conduct Joint Information Center Operations

Observation 11.3: Strength. Upon activation of the JIC, monitor media and conduct press
briefings.

References: According to NIMS, during emergencies, the public may receive
information from a variety of sources. Part of the PIO’s job is ensuring that the
information that the public receives is accurate, coordinated, timely, and easy to
understand.

Analysis: A JIC was established at the Spencer Rescue & Emergency Squad
headquarters. Regular and consistent press briefings were conducted.

Recommendations: None.
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Activity 11.4: Issue Public Information, Alerts/Warnings, and Notifications

Observation 11.4: Room for Improvement. Issue public information, alerts, warnings, and
notifications through established systems to the public, coordinating officials, and incident
managers and responders.

References: According to FEMA’s Guide for All-Hazard Emergency Operations
Planning, the Means of Dissemination section of the Emergency Public Information
annex should describe the principal means by which EPI will be disseminated
(Emergency Alert System (EAS); television, radio and cable outlets not participating in
EAS; newspapers and specially printed material). A listing of these should be attached to
the annex and address hours of operation for radio/TV/cable stations, circulation
(morning/evening, daily/weekly) or newspapers, language covered, and points of contact
(day/night/weekend). The section should describe what back-up means can be used
(vehicle-mounted public address systems, door-to-door).

Analysis: There were delays in disseminating information to the local newspaper; the
incident began early in the morning before the branch office was open. Because media
contact lists were not available, messages were left on the branch office answering
machine. Once they were successfully contacted, the Worcester Telegram & Gazette
posted updates to their website. Spencer Cable was very helpful in disseminating
information; following press conferences, they repeatedly rebroadcast the recording.
Door-to-door distribution of flyers was conducted; however vehicle-mounted PA systems
were not utilized. There were some logistic challenges in distribution of flyers at the
schools, due to the timing of the delivery of the notices so close to dismissal. Sign
boards, press conferences and flyers all directed individuals to check the Town of
Spencer’s website, which was updated throughout the duration of the incident.

Recommendations:

17. EPI Annex to the Town’s Comprehensive Emergency Management Plan (CEMP)
should be reviewed and updated, with current contact information.

18. The scope of any Memorandum of Understanding (MOU) between the Spencer-
East Brookfield Regional School District and the Town of Spencer should be
reviewed and updated, to include distribution of EPI.

Activity 11.5: Conduct Media Relations

Observation 11.5: Room for Improvement. Upon activation of the JIC/JIS, monitor media
contacts and conduct press briefings.

References: According to FEMA’s Guide for All-Hazard Emergency Operations
Planning, the concept of operations section of the Emergency Public Information annex
should address how the jurisdiction will coordinate EPI in order to “speak with one
voice.” The section should provide for one PIO and alternate, designated by the “CEO,”
for dissemination of official EPI and instructions through the media to the public. It
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should provide for management of EPI out of one location. It should provide for the
coordination between municipal agencies’ public affairs officers and the P10. It should
also provide for coordination between public affairs officers dispatched to the scene of
even and the central location for EPI (e.g., briefings before the public affairs officer goes
to the scene and regular contact thereafter.) Coordination must include procedures for
verifying and authenticating information, and for obtaining approval to release
information.

Analysis: The designated P1O was the “CEO” of the Town. Therefore, at times, there
was not a separation between information being conveyed as part of the EPI process, and
firsthand observations of the Town Administrator who had been involved in decision-
making discussions at the EOC.

Recommendations:

19. PIO and alternate should be designated, other than the Town Administrator.
Alternately, the Town Administrator should delegate authority to subordinate for
decision-making during the incident, if the Town Administrator is to assume the
role of PIO.

Activity 11.6: Provide Public Rumor Control

Observation 11.6: Strength. Upon activation of the JIC/JIS, track inquiries for rumors.

References: According to FEMA’s Guide for All-Hazard Emergency Operations
Planning, the EPI organization may be built around distinct areas of responsibility (e.g.,
information gathering and production, monitoring and rumor control, public inquiries,
and media relations.)

Analysis: The JIC did a good job of rumor control.

Recommendations: None.
Activity 11.7: Demobilize Emergency Public Information and Warnings

Observation 11.7: Strength. Upon deciding public information services are no longer
needed, close the JIC and demobilize personnel.

References: According to FEMA’s Guide for All-Hazard Emergency Operations
Planning, media relations become a challenge when the demand for news coverage
overwhelms an EPI organization’s ability to perform its basic mission: to provide timely,
accurate, and useful information and instructions to area residents. This can happen
when national media, and many “local” media representatives from outside the area,
converge on the jurisdiction.
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Analysis: As the scale of the incident diminished, the press conferences were held with
less frequency, until the JIC was able to be closed, and personnel demobilized.

Recommendations: None.

CAPABILITY 12: INTELLIGENCE AND INFORMATION SHARING AND DISSEMINATION

Capability Summary: The Intelligence and Information Sharing and Dissemination capability
provides necessary tools to enable efficient prevention, protection, response, and recovery
activities. Intelligence/ Information Sharing and Dissemination is the multi-jurisdictional,
multidisciplinary exchange and dissemination of information and intelligence among the Federal,
State, local, and tribal layers of government, the private sector, and citizens. The goal of sharing
and dissemination is to facilitate the distribution of relevant, actionable, timely, and preferably
declassified or unclassified information and/or intelligence that is updated frequently to the
consumers who need it. More simply, the goal is to get the right information to the right

people at the right time.

An effective intelligence/information sharing and dissemination system will provide durable,
reliable, and effective information exchanges (both horizontally and vertically) between those
responsible for gathering information and the analysts and consumers of threat-related
information. It will also allow for feedback and other necessary communications in addition to
the regular flow of information and intelligence.

Activity 12.1: Incorporate All Stakeholders in Information Flow

Observation 12.1: Room for Improvement. Identify and share information with all
pertinent stakeholders across all disciplines through a clearly defined information sharing
system.

References: According to ICS 200, information and intelligence functions are
traditionally located in the Planning Section. However, in exceptional situations, the
Incident Commander may need to assign the information and intelligence functions to
other parts of the ICS organization. In any case, information and intelligence must be
appropriately analyzed and shared with personnel, designated by the Incident
Commander, who have proper clearance and a “need-to-know” to ensure that they
support decision making.

Analysis: Because there were numerous operational sites, information was sometimes
fragmented in its timely and accurate dissemination. Even though some stakeholders had
designees at the EOC, who were present for briefings, their knowledge was not always
conveyed back to the clerical and field personnel tasked with implementation of the
Incident Action Plan. Sometimes, the most effective method of getting up-to-date
information was for individuals to personally travel from the Town Hall to the EOC.
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Recommendations:
20. Review Information and Intelligence section of NIMS, relative to the Planning
Section. Provide training to individuals who may be assigned to responsibilities
in this section of the Incident Command System. Use of ICS Forms during a
large scale incident is highly recommended.

Activity 12.2: Vertically Flow Information

Observation 12.2: Room for Improvement. Share information vertically (up and down
from the State level) with law enforcement and other appropriate agencies in a timely and
effective manner.

References: According to the MassDEP’s Emergency Response Planning Guide for
Public Drinking Water Systems, call-up lists should be comprehensive, including local
law enforcement, MassDEP, Drinking Water Program regional office, MassDEP spill
response, Mass Department of Public Health, local mayors and city officials, local health
officials, safety officials, local emergency responders, water testing laboratories, and
service/repair providers. A list of priority customers, such as hospitals, nursing homes,
clinics and schools should also be maintained for immediate notification.

Analysis: Shortly before the water incident occurred, the Utilities & Facilities
Management Superintendent had attended a meeting at which the contact list for the
regional MassDEP office was obtained. According to the Superintendent’s testimony,
this was the resource from which contact with the MassDEP was initiated.

Recommendations:

21. Review Section 6 — Emergency Notification section of the Water Department’s
Emergency Response Plan.

Activity 12.3: Horizontally Flow Information
Observation 12.3: Room for Improvement. Share information across disciplines (among

fire departments, EMS units, public works, the private sector, and so forth) at all levels and
across jurisdictions in a timely and efficient manner.

References: According to ICS 200, the Planning Section is typically responsible for
gathering and disseminating information and intelligence critical to the incident, unless
the Incident Commander places this function elsewhere. One of the most important
functions of the Planning Section is to look beyond the current and next operational
period and anticipate potential problems and events.

Analysis: Clerical and field personnel from the Board of Health did not always have
access to the information being disseminated at the EOC and JIC.
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Recommendations:

22. Purchase and install equipment with ability to view local origination cable and
television broadcasts for those municipal buildings without access to real-time
updates and press conferences.

CAPABILITY 13: COMMUNICATIONS

Capability Summary: Communications is the fundamental capability within disciplines and
jurisdictions that practitioners need to perform the most routine and basic elements of their job
functions. Agencies must be operable, meaning they must have sufficient wireless
communications to meet their everyday internal and emergency communication requirements
before they place value on being interoperable, i.e., able to work with other agencies.

Communications interoperability is the ability of public safety agencies (police, fire, EMS) and
service agencies (public works, transportation, hospitals, etc.) to talk within and across agencies
and jurisdictions via radio and associated communications systems, exchanging voice, data
and/or video with one another on demand, in real time, when needed, and when authorized. It is
essential that public safety has the intraagency operability it needs, and that it builds its systems
toward interoperability.

Activity 13.1: Alert and Dispatch

Observation 13.1: Strength. In response to an alert, make notification and provide
communications management until the incident command (IC), Emergency Operations
Center (EOC), and Emergency Management Agency (EMA) are stood up.

References: According to ICS 100, at any incident or event, the situation must be
assessed and response planned. Resources must be organized, assigned and directed to
accomplish the incident objectives. As they work resources must be managed to adjust to
changing conditions. Managing resources safely and effectively is the most important
consideration at an incident. Therefore, personnel and equipment should respond only
when requested or when dispatched by an appropriate authority.

Analysis: Emergency responders from Spencer Police, Spencer Fire, SEMA, and
Spencer Rescue & Emergency Squad were all alerted and notified in a timely and
efficient manner.

Recommendations: None.

Activity 13.2: Provide Incident Command/First Responder Interoperable
Communications

Observation 13.2: Room for Improvement. In response to notification of an incident, go
to the scene to provide and receive interoperable voice data and video communications.
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References: According to NIMS, a common operating picture that is accessible across
jurisdictions and agencies is necessary. A common operating picture helps to ensure
consistency at all levels, among all who respond to or manage incident response.

Analysis: When the Utilities & Facilities Management Superintendent first learned of
the water incident, because the Water Department Chief Operator was out of his vehicle
flushing a hydrant, the only way she was able to receive a briefing from him was to
personally drive to his location on Main Street, and speak to him face-to-face. The
Health Department does not have radio communications with other town departments.
Cellular and DirectConnect™ coverage in the community is very poor, which made
communications between personnel a challenge.

Recommendations:
23. Acquire and issue interoperable communications equipment to town departments.

24. Conduct a communications study to address long-term public safety
communications needs, and landline capability in existing town departments.

Activity 13.3: Provide EOC Communications Support

Observation 13.3: Strength. Upon notification, initiate interoperable system operations, in
addition to maintaining, managing, and assuring protection of the interoperable
communications systems until the EOC is ordered deactivated.

References: According to ICS 100, the Communications Unit prepares and implements
the Incident Communications Plan, distributes and maintains communications equipment,
supervises the Incident Communications Center, and establishes adequate
communications over the incident.

Analysis: Upon their arrival, the DFS’ ISU, and the Worcester County Sheriff’s
Department Mobile Communications Unit augmented the communication cache available
for use by responders and decision-makers. This provided seamless communications
between the EOC and the Decon site. It also allowed surge capacity for call takers.

Recommendations: None.
Activity 13.4: Provide Task Force Interoperable Communications

Observation 13.4: Strength. Tactical communications are provided for large regional task
forces providing assistance with the parameters of interoperability plans.

References: According to ICS 100, the Communications Unit prepares and implements
the Incident Communications Plan, distributes and maintains communications equipment,
supervises the Incident Communications Center, and establishes adequate
communications over the incident.
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Analysis: The DFS’ ISU augmented the communication cache available for use by
responders. This provided seamless communications between the EOC and members of
the Ambulance Task Forces.

Recommendations: None.
Activity 13.5: Return to Normal Operations

Observation 13.5: Strength. Initiate deactivation procedures for the interoperable
communications systems and return the system to a ready state.

References: According to ICS 100, the check-in process and information helps to
organize the demobilization process. Demobilization guidelines for all personnel are to
return any incident-issued equipment or other nonexpendable supplies.

Analysis: All interoperable communications were returned to the issuing supporting
agency.

Recommendations: None.

CAPABILITY 14: CRITICAL RESOURCE LOGISTICS AND DISTRIBUTION

Capability Summary: Critical Resource Logistics and Distribution is the capability to
identify, inventory, dispatch, mobilize, transport, recover, and demobilize and to accurately track
and record available human and material critical resources throughout all incident management
phases. Critical resources are those necessary to preserve life, property, safety, and security.

Activity 14.1: Activate Critical Resource Logistics and Distribution
Observation 14.1: Room for Improvement. In response to activation, initiate the resource

logistics and distribution process, including identifying and establishing a logistics staging
area (LSA).

References: According to ICS 100, the Logistics Section is responsible for all of the
services and support needs, including:
e Ordering, obtaining, maintaining, and accounting for essential personnel,
equipment, and supplies.

Analysis: Given the size of the incident, complexity of support needs, and the incident
duration, a Logistics Section Chief should have been designated. According to
testimony, there were at least three separate instances of supplies being obtained outside
the Incident Command System; including a Water Commissioner ordering bottled water,
the Spencer-East Brookfield Regional School District obtaining bottled water and hand
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sanitizer, and a representative of the Board of Health obtaining bottled water. The
location for distribution of bottled water to the community was changed several times, to
eliminate collocation with other key ICS and government function facilities.

Recommendations:

25. Train elected and appointed officials of other (non public safety) disciplines in
Incident Command System.

Activity 14.2: Acquire Resources

Observation 14.2: Strength. Request and acquire resources from local, State, Federal, or
private providers.

References: According to ICS 100, the Logistics Section is responsible for all of the
services and support needs, including:
e Ordering, obtaining, maintaining, and accounting for essential personnel,
equipment, and supplies.
e Providing communication planning and resources.
e Setting up food services.
e Setting up and maintaining incident facilities.

Analysis: Sign boards were obtained from the Central Region Homeland Security
Advisory Council Equipment distribution list, and deployed at key intersections, to
advise residents of the water crisis and direct them to the town website. Bottled water
was distributed to the public at the Highway Department.

Recommendations: None.
Activity 14.3: Transport, Track and Manage Resources
Observation 14.3: Room for Improvement. Once a resource request has been filled,

deploy the resource to the incident through the logistics staging area (LSA) and in
coordination with EOC.

References: According to National Incident Management System, An Introduction (ICS
700), when fully implemented, NIMS will define standardized mechanisms and establish
requirements for describing, inventorying, mobilizing, dispatching, tracking and
recovering resources over the life cycle of an incident.

Analysis: Some resources were transported in personal vehicles.

Recommendations:
26. Review Logistics Section module of ICS training.
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Activity 14.4: Demobilize Critical Resource Logistics and Distribution

Observation 14.4: Strength. Upon completion of assigned duties or as directed by
superiors, shut down the logistics staging area and return to pre-incident readiness.

References: According to ICS 100, demobilization planning begins upon activation of
the first personnel and continues until the ICS organization ceases operation.

Analysis: Sign boards were returned to the communities from which they were
obtained, and bottled water which had not been distributed was brought back to a central
location for use by the town.

Recommendations: None.

CAPABILITY 15: ECONOMIC AND COMMUNITY RECOVERY

Capability Summary: Economic and Community Recovery is the capability to implement
short- and long-term recovery and mitigation processes after an incident. This will include
identifying the extent of damage caused by an incident, conducting thorough post-event
assessments and determining and providing the support needed for recovery and restoration
activities to minimize future loss from a similar event.

Activity 15.1: Activate Economic and Community Recovery

Observation 15.1: Strength. Alert recovery program staff of need for services, conduct
notification, dispatch, and other staff mobilization activities as necessary to begin recovery

activities.

References: According to ICS, the finance section tracks incident costs and
expenditures to facilitate fiscal recovery.

Analysis: The Town worked diligently to minimize the impact to businesses, and
sought to initiate recovery efforts as quickly as possible. Part of the crisis
communications from the Town as part of its EPI efforts were the means by which
residents and businesses could make claims resulting from the water crisis. Claims were
to be directed to one point of contact at the Town Hall.

Recommendations: None.
Activity 15.2: Assess and Prioritize Recovery Needs

Observation 15.2: Strength. Assess economic recession in order to prioritize monetary
and non-monetary relief.
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References: According to ICS 100, the Finance/Administration Section is responsible
for compensation for injury or damage to property.

Analysis: Relief efforts were clearly communicated to the public as part of EPI.
Recommendations: None.
Activity 15.3: Provide Monetary Relief

Observation 15.3: Room for Improvement. Provide funding to damaged or impacted
entities in advance of necessary recovery expenditures or to reimburse entities.

References: According to the Massachusetts Food Protection Program’s Guidance for
Emergency Action Planning for Retail Food Establishments, the regulatory authority
promptly responds to single events involving imminent health hazards and provide
guidance to help the permit holder resume operation as quickly as possible.

Analysis: Once the safe, normal system operations and the provision of safe water to
the public was possible, the Town worked closely with affected businesses to allow them
to reopen as soon as inspections were complete. Once businesses were cleared to open
under guidelines established by the Health Department, in consultation with the MA
Department of Public Health, they were listed on the Town website as having been
cleared to resume business. However, there was some confusion for some businesses,
who believed that just because the MassDEP “Boil Order” was lifted, that they could re-
open.

Recommendations:

27. Provide education/outreach to permit holders as to their responsibilities in an
event involving imminent health hazards or widespread emergencies, including
the inspection requirements prior to being allowed to resume operations.

Activity 15.4: Demobilize Economic and Community Recovery

Observation 15.4: Strength. Account for all assets utilized and safely return them to their
original locations and functions.

References: According to ICS 100, the Compensation/Claims Unit is responsible for
management and direction of administrative matters pertaining to claims-related activities
kept for the incident.

Analysis: Once the active phase of the incident had concluded, as of the writing of this
document, claims could still be filed with the Town, through the Town Hall.

Recommendations: None.
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SECTION 4: CONCLUSION

Fortunate that scope of problem and weather contributed to easy resolution.
Despite communication problems, problem id’d quickly.

No serious death or injury.

People rose to the occasion.

A lot of people have ICS training.

Capability of leadership in active management roles.

Lessons to be learned by other communities. Other communities will be better prepared by
lessons learned... Reinforced importance of tx and fse.

Training — review and update.

Personnel strength — some bad.

Communication theme.

Plans — review and familiarize with other department.

Organizational study to review consolidated departments for effectiveness; both operations and
communications.
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